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Competition Overview



Scope



Context
The UK energy sector is rapidly changing as energy 
generation, transmission and storage decarbonise. 

At the same time, demand for electricity is increasing for 
heat, transportation, and the compute power of AI. 

How can the future energy networks manage these 
challenges?

Digital twinning is an approach that can be used to build, 
monitor, and improve the resilience of systems and critical 
components.



About this competition

This competition is part of Building a Secure and 
Resilient World Programme (BSRW).

The aim is  to improve the cyber resilience of the 
UK's energy networks by enabling the development 
of digital twins and to unblock the current barriers 
for the development of the digital twin technology.

We have developed this scope in discussion with stakeholders and to compliment the 
OFGEM Strategic Innovation Fund work.

The competition is also aligned to the EPSRC Ensign Programme.



What are we looking for?

Typical Volt Typhoon Activity – Living off the Land (LOTL) from 
CISA.gov 



Who can apply?

� We are seeking UK businesses to apply

� The competition is open to collaborations

� To lead a project your organisation can be a UK business of 
any size; if you are not an SME, then an SME must be involved 
in your collaboration

� You may partner with
o business of any size
o academic institution
o charity
o not for profit
o public sector organisation
o research and technology organisation (RTO)
o licensed energy company or regulator

We welcome collaborative 
applications from 
cybersecurity, data and digital 
twin SME’s from outside the 
energy sector.

We encourage collaborations 
with BSRW projects and 
related initiatives.



Out of Scope
We are not funding projects that are:

§ not in scope for this competition
§ do not have an application for cyber resilience of the energy 

grids
§ do not consider interoperability of data
§ are only applicable on gas networks



Scope Q&A



Eligibility criteria



Eligibility Criteria
Total Competition Grant: £1.2 million

Open to: Collaborations only

Project must: 

• start by 1 October 2024
• end by 30 September 2025
• include at least one grant claiming SME 
• carry out all of its project work in the UK
• intend to exploit the results from or in England UK (note: text corrected from version shown during 

live event on 15th April 2024)

Total Grant Funding Request: between £100,000 and £300,000

Project Length: between 6 and 12 months

Lead Organisation: UK business of any size

Subcontractors: Allowed



Key Dates 

Timeline Dates

Competition Opens 22 April 2024

Briefing Event 25 April 2024

Submission Deadline 24 May 2024 at 11:00

Applicants informed 28 June 2024



@InnovateUK

Innovate UK

Innovate UK

@weareinnovateuk

Thank You
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Cyber Physical 
Challenges and 
Motivation
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High-Level 
Research 

Questions

How do we build security for products with long 
operational lives?

How do we incentivise better security for cyber-
physical systems?

How can we understand the security of a wide 
variety of cyber-physical assets?

How do we have confidence in the security of a 
cyber-physical system?

How can we utilise emerging technologies in a 
secure way within cyber-physical systems?

How do we Build Resiliency Across Systems of 
Systems?
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How do we build security for products with long 
operational lives?

• Historical Best Practices
• Dev Ops
• Sustainability
• Skills and Training

Designing systems that will 
operate for 20+ years
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How do we incentivise 
better security for 
cyber-physical systems?

Economics

Policy

Culture

Building better ways to 
get uptake of best 
practice cyber security
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OFFICIALHow can we 
understand the 
security of a wide 
variety of cyber-
physical assets?

• Data Science
• Supply Chain
• Stability

Wide varieties of technology that is not always 
easy to manage
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How do we have confidence in the security of a cyber-physical system?
Even when security is done, we don't know it is being done well?

Assurance

Hardware

Testing
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OFFICIAL
How can we utilise 
emerging 
technologies in a 
secure way 
within cyber-
physical systems?

New technology may not be 
naturally designed with security in 
mind, how do we aid this?

• Engineering
• Policy
• Threat Modelling
• Risk
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How do we Build 
Resiliency Across 
Systems of 
Systems?

With a changing technological 
landscape, we are seeing further 
integration of these technologies 
together building a reliance on 
each other 
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ANDREW.F2@NCSC.GOV.UK





Agenda 

What is DAFNI
DAFNI’s themes

Link with the Digital Twin Energy Grids 
DAFNI – Data Infrastructure for National Infrastructure (DINI) Project



What is DAFNI? 



A hybrid high-performance computing platform
A secure repository for heterogeneous national infrastructure data and 
models
A place for sharing and combining data and models

A place to support collaborations and deploy applications 

A place as a legacy

DAFNI is:

A hybrid high-performance computing platform
 A secure repository for national infrastructure data and models

A collaborative platform to research multi-system models of infrastructure



DAFNI Themes



• UK Research and Innovation - Resilience
• Building a Secure and Resilient World – Five strategic themes
• £4m funded to DAFNI programme working within the subtheme;

• Strengthening Resilience in natural and built environment in response to short-term and long-term threats via 
computational modelling

• Funded the community £1.4m looking into the following
• Supporting key models, Developing a Resilience Framework and Exploring Resilience Frameworks

• Department of Science, Innovation and Technology – Data Sharing
• £5.3m pilot initiative to address barriers to data sharing, looking into a UK Research Data Cloud 
• Running a Data Infrastructure for National Infrastructure Project (DINI)
• Focusing on exploring the barriers and opportunities to data sharing 
• DINI Objectives; Situation Analysis, Data Publication support, Enabling Services and Benefits Realisation

DAFNI Themes



BSRW Projects

Supporting Key Models

Pywr-WREW
Dr Anna Murgatroyd, 
University of Oxford

A Water Resources model for England 
and Wales built in Python 
water resources simulation  system

FIRM
Prof. Richard Dawson, 
University of Newcastle

An agent-based model of 
flood infrastructure resilience – FIRM

SCQUAIR
Dr Richard Milton, 
University College 
London

Small Changes and Computer-
Generated Spatial Interaction 
Modelling with QUANT

Developing a Resilience Framework

USARIS
Dr Francesca 
Pianosi, University of 
Bristol

Uncertainty quantification 
and sensitivity analysis for 
resilient infrastructure systems

Exploring Resilience Scenarios

STORMS
Dr Xilin Xia, University 
of Birmingham

Strategies and Tools for Resilience of 
Buried Infrastructure to 
Meteorological Shocks

RIWS
Dr Ana Mijic, Imperial 
College London

Resilience Scenarios for Integrated 
Water

SOFRAMODE
Dr Vassilis Glenis, 
University of Newcastle

Sewer overflow flood risk analysis 
model DAFNI enabled

NIRD
Dr Raghav Pant, 
University of Oxford

Systemic resilience of 
interdependent infrastructure 
networks at the national scale



BSRW/RDC “Sandpit” Projects
Transport (subject to contract)

ClimaTracks Solutions (Rail)
Giuliano Punzo, University of Sheffield; 
Ji-Eun Byun, University of Glasgow; 
Qian Fu, University of Birmingham; 
Tohid Erfani, UCL; Iryna Yevseyeva, 
De Montfort University; 
Kostas Nikolopoulos, Durham University

Forecasting resilience of 
railway network 
under propagating
uncertainty

IMPACT (Road)
Dr. Qiuchen Lu, UCL; Prof. Tao 
Cheng, Mr. Xuhui Lin, Dr Tohid Erfani, Dr 
Trung Hieu Tran

Improving 
flood disrupted road 
networks resilience with 
dynamic people-centric 
digital twins

MARS (Airports)
Fabian Steinmann, Cranfield University

Flight Diversion
Modelling for the UK 
Aviation System

Energy (subject to contract)

D-RES
Desen Kirli, University of Edinburgh; 
Laiz Souto, University of Bristol

Provision of distributed 
grid resilience using 
EVs during extreme 
weather events

ForNET
Kostas Nikolopoulos, Durham 
University; Lu Yang, York St 
John University; Haoran Zhang, 
University College London

DAFNI Forecasting Services
for Energy Networks
resilience using 
EVs during extreme 
weather events

BRINES
Hannah Bloomfield, Newcastle 
University; 
Sean Wilkinson, Newcastle University; 
Ji-Eun Byun, University of Glasgow

Building risk-informed 
redundancy in energy 
systems transitioning to
net-zero



DINI:
Data Infrastructure for National 

Infrastructure Project



Project Objectives
A pilot study on the requirements and impact of supporting sharing and analysis of data across National 

Infrastructure systems, with a focus on energy, water and transport, and the related natural, built and 
social and economic environment.

1.Situation analysis: Identify the benefits and barriers to data sharing, exchange and reuse for infrastructure systems 
data and related domains – for example by enabling communities to connect across data platforms for multi-disciplinary 
research, to deliver impact across themes.

2.Data publication support: Recommend best practises to enable the FAIR publication of and access to infrastructure 
systems data, including data policy and data sharing agreement templates, and data annotation and terminology including 
ontologies and the use of Digital Object Identifiers.

3.Enabling services: Pilot data brokering services to catalogue and provide access to infrastructure data and make it 
available for interoperation and reuse in traceable analysis processes.

4.Benefits realisation: Demonstrate potential benefits via case studies on the use of interoperable data in cross-domain 
scenarios.



Link with Digital Twin 
Energy Grids



Platform
• Provide access to the DAFNI platform and provide training
• Opportunity to collaborate with DAFNI community and researchers

Host a workshop with funded projects
• Addressing the following;

• Challenges and barriers to data sharing
• Access to high quality and accessible data in energy networks
• Explore best practices in data annotation and publication for the sector
• Exploring organisational, cultural and ethical barriers

Workshop Logistics
• One day workshop in person
• Estimate late August
• More details to follow

Our role 



Any Questions?

Thank you 
Dr Brian Matthews
Brian.Matthews@stfc.ac.uk
www.dafni.ac.uk
info@dafni.ac.uk

http://www.dafni.ac.uk/
mailto:info@dafniac.uk


Ensign – Energy System Digital Twin

H2 image by 
https://www.freepik.com/free-
vector/gradient-hydrogen-
infographic_37452070.htm#query=green
%20hydrogen&position=5&from_view=ke
yword&track=ais other  images from 
Unsplash  and Pexels (free to use)

https://www.freepik.com/free-vector/gradient-hydrogen-infographic_37452070.htm
https://www.freepik.com/free-vector/gradient-hydrogen-infographic_37452070.htm
https://www.freepik.com/free-vector/gradient-hydrogen-infographic_37452070.htm
https://www.freepik.com/free-vector/gradient-hydrogen-infographic_37452070.htm
https://www.freepik.com/free-vector/gradient-hydrogen-infographic_37452070.htm


Large-scale collaborative research programmes funded jointly by businesses and the UK 
Government through the EPSRC and other UKRI councils. Highlighted as a Key Action in the 
Government’s UK Innovation Strategy, these partnerships are an opportunity for businesses and 
their existing strategic academic partners to co-create and co-deliver a business-led 
programme of research activity arising from a clear industrial need.

What are Prosperity Partnerships?



Funder

Investment: £10mil

SPEN 
£4,519,680

Co-Funder & 
Delivery Team 

Partner & 
Support Team 
£258,467

£4,340,128

Strathclyde 
£1,085,032



• Transmission and Distribution £5billion investment in the coming 5 years
• Innovation portfolio: Iberdrola £386m in 2021 alone, SPEN £150m; 
• 186 SMEs and 13 Universities in the UK; 
• Strong links with all partners on major projects, CDT, EDT.

• 40+ projects over more than 30 
years; PNDC; SPARC; 
Scottishpower Chair 

• Principal Sir Jim McDonald on 
SPEN’s Executive Board. 

• Projects: RESCUE, PHOENIX, 
EFCC, and several others. 

• Expertise in heat pump and 
heat storage: FASHION, 
Green-Ice, and Therma-
Pump

• Two EPSRC awards with 
SPEN support.

• IDRIC - Industrial 
Decarbonisation Research and 
Innovation Centre 

• Energy Revolution Research 
Consortium; 

• Lead major network on EDI

• Hydrogen Accelerator projects 
and hydrogen vehicle 
implementation - Hydrogen 
Train, Hydrogen bus, LOCATE 

• Hydrogen production and 
utilisation basic research 
activities, Nexgenna

A Strategic and Established Partnership



Integrated Energy System-Digital Twin

Communication and 
Interaction

Electrical Network Sub-DT

Industrial Cluster Sub-DT

Heat Sub-DT

Hydrogen Sub-DT
ENSIGN will create knowledge 
of future energy system 
behaviour: electrical system -
focussed but with investigations 
of interactions between vectors 
– from long to short timescales

Communication and 
Interaction
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Outputs and Organisation
• Integrated set of multi-vector DTs

- large, energy-intensive industrial clusters, to small domestic and commercial 
prosumers

- renewables, storage, electrified heat and transport
- contexts ranging from rural/sparse to urban/dense
- represent a range of operational scenarios, from normal, to extreme and emergency 

contingencies…
• Generate understanding and knowledge

- how will systems behave and interact?
- flexibility, opportunities – enhance planning and operation 
- defining the most appropriate use cases very important

• Engagement, dissemination are critical aspects
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Contacts
Prof. Campbell Booth (Academic Lead)
campbell.d.booth@strath.ac.uk

James Yu (Industrial Lead)
james.yu@spenergynetworks.co.uk

Jill Rymer (Project Manager)
jill.rymer@strath.ac.uk

Afia Masood (Portfolio Manager, EPSRC)
Afia.masood@epsrc.ukri.org

mailto:campbell.d.booth@strath.ac.uk
mailto:james.yu@spenergynetworks.co.uk
mailto:jill.rymer@strath.ac.uk
mailto:Afia.masood@epsrc.ukri.org


Q&A
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Break



Wrap-up & Close


